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Di scuss the 1 nportant points and
consi deration of QpenVMS Security

Concentrate on the nechani cs and
nechani sns of QpenVMs f eat ur es.

Show how OQpenVMs 1s one of the
nost secure operating systens on
t he market.




IQOenVI\/B Security Design

Security was designed I nto OQpenVMs
since V1.0

Many different |evels of security In
OpenVNG

»Physi cal Security

»j ect Security

»User Managenent

»Net wor k Security

Has never had a virus




IPhysi cal Security

System
Syst em Consol e

St orage devices and nedi a

»System Di sk
»Dat a and Dat abase Vol unes
»Backups

Net wor k devi ces and nedi a




Physi cal Security: System

| ncrease systemreliability through
restricted access

>Prevent 1 ntentional tanpering and
out age

>Prevent outage due to accidents

Prevent Front Panel Access
>»Hal t s
»Reset/initializations
»Power sw tch/source
»Power on action settings (VAX) swtch




Physi cal Security: Console

Can be a big security hole for OpenVMS

»Anyone with physical access to the
consol e can break Iinto QpenVNMs buy
getting into the SYSBOOT utility.

»Then OpenVMs can be broken i nto:

»Buy redirecting startup
»Buy changi ng SYSBOOT par aneters




Physi cal Security: Getting to SYSBOOT

on the Integrity Consol e Exanpl e
On the Integrity shutdown to the EFI
Boot Manager and sel ect the EFlI Shell
and create a all as.

Pl ease sel ect a boot option

QpenVMs V8. 2
Conver sati onal Boot
DVvD

QpenVMS Producti on

EFI Shell [Built-in]

Boot Option Mi ntenance Menu
System Confi guration Menu

Use » and v to change option(s). Use Enter to select an option
Loadi ng.: EFlI Shell [Built-in]

EFl Shell version 1.10 [14.61]

Devi ce mappi ng table

Shell> alias b “fsl:\efi\vns\vns | oader. efi”

ShelI> b -fl 0,1 II;L
= EC Group



Physi cal Security: Getting to SYSBOOT
on the Integrity Consol e Exanpl e

Fromthe SRM pronpt on the Al pha

>>> poot —flags 0,1 [device]

(boot dkb300.3.0.13.0 -flags 0, 1)
bl ock 0 of dkb300.3.0.13.0 is a valid boot bl ock
readi ng 1143 bl ocks from dkb300. 3.0.13.0
bootstrap code read in
base = 1cc000, inmge_start = 0, inage _bytes = 8eel0
initializing HARPB at 2000
initializing page table at 3ffd0000
initializing machi ne state
setting affinity to the primry CPU
junping to bootstrap code

SYSBOOT>

EEEE Group
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Physi cal Security: Console Exanple

SYSBOOT> show /startup

Startup conmand file = SYS$SYSTEM STARTUP. COM
SYSBOOT> set/startup opaO:

SYSBOOT> conti nue

$ set noon
$ spawn

spawn
UDOCL- S- SPAWNED, process SYSTEM 132 spawned
UDOCL- S- ATTACHED, term nal now attached to process SYSTEM 132

$ set noon
$ Bys$system startup

$ ncr aut hori ze
UAF> nodi fy account nane /password...

EEEE Group
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Physi cal Security:

Consol e Exanpl e

SYSBOOT> show maxsysgroup

Par anet er Nane Current
MAXSYSGROUP 8
SYSBOOT> SET . %200

SYSBOOT> SHOW .

Par anet er Nane Curr ent
MAXSYSGROUP 128
SYSBOOT> EXIT

$ a=128
$ show sym a

A = 128 Hex = 00000080 Cxct al
$ ncr aut hori ze show sauer

User nane: SAUER
Account: STAFF

CLI: DCL

Def aul t: STAFF: [ SAUER]

(Part 2)
Def aul t M n. MBX. Unit Dynamc
8 1 32768 UC Goup D
Def aul t M n. MBxX. Unit Dynamc
8 1 32768 UC Goup D
= 00000000200

Omer: Sauer, Wayne
u C [ 200, 2] ([ STAFF, SAUER] )
Tabl es: DCLTABLES

ERISEC Group
Our Trainers Consult. Our Consultants Train.



Physical Security: Satellite
Consol e

Preventi ng Conversational Booting on a

Satellite
»Prevent system nodifications during boot
» Shoul d be di sabl ed for unsecured workstati ons

»|s not a dynam c paraneter

»The follow ng exanple shows how to prevent
conversational boot on which the node these
commands are issued (this paraneter val ue
shoul d al so be set I n MODPARANG. DAT) :

$ ntr sysgen
SYSGEN> use current
SYSGEN> set niscs _conv_boot O

SYSGEN> wite current nﬁ
= EC Group
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Physi cal Security: Storage Devices
and Medi a

System Di sk

»  Normally co-located in the system
Sensitive security files normally located here
Secure all backups of the system disk

Ensure proper UIC/ACL security on system
files

Non- Syst em dat a

> Ensure all other database volumes are backed
up on a regular basis.

»  All backup media should be kept secure

vV V V




Iq)enVI\/B (bj ect Security

An (bject Is a conponent (hardware or
software) of the systemto which we
apply perm ssions

Several different types of objects iIn
OpenVNG

(bj ects have nultiple | evel s of
protection

»UIC (User Identification Code)
»ACL (Access Control Lists)
»Privileges




ITypes of OpenVMS (bj ects

Capability (VAX Only)
Common Event Flag C uster
Devi ces

Files (including Directories)
d obal Sections

| CC Associ ati ons

Logi cal Nanme Tabl es
Queues

Resour ce Domal ns

Security C ass

Vol unes




IQOenVI\/B (bj ect Security Model

Rights to an (pj ect

VA
HC IMAGE| SC < Object
ACCESS
Read Owner UIC
Write Protection Mask
uIC Execute ACL (optional)
Delete
. Control
Privileges Submit
Manage
nghts List Log|ca|
Physical
Identifiers

HEEE‘. Group
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IQOenVI\/B U C Security

U C assigned to process when it IS
creat ed

»[ group, nenber] Is an octal nunber

»& oup nunbers are any octal nunber
between 1 and 37777

»Menber nunbers are any octal nunber
between 1 and 177777

»Bot h group and nenber nunber O is
reserved




Iq)enVI\/B U C Security

U C assigned to an object to reflect
t he obj ects owner

» Creator becones the owner (unless the
owner has a system U C or SYSPRV, In
whi ch case the owner wll be the owner
of the directory)

» Omner can change perm ssion and
owner shi p

Any account that has a U C group
nunber equal to or |less than the
SYSGEN par anet er MAXSYSGROUP
automatically belongs to the system

gr oup
> The System account U Cis [1,4] llﬁ

Qur Trainers Consult. Our Consultants Train.



Iq)enVI\/B U C Security — Categories

System -

owmnmer -

Group -

Worl d -

det erm nes access for any
system U Cs or a process
w th SYSPRV

determ nes the access for
processes that have the
sane U C as the object

determ nes the access for
processes that have the
sane group nunber as the
obj ect

det erm nes access for all
processes




IQOenVI\/B U C Security

Types of access

Read all ows a process to read the object, obtain
I nformation

Wite all ows the process to nodify or change the
obj ect

Execute allows the execution of the object, a
command procedure or 1 nage

Del et e all ows the process to renove the object

Control allows the process to change the security
of the object and is inplied with ownership
(ACL only)

Exanpl e syntax is (S: RWED, O RAED, G RE W

HEEE Group
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QpenVMs Ul C Security

Types of access (Conti nued)

Create

Manage

Subm t

Logi cal

Physi cal

| n the case of volunes, allows the
process to create files.

In the case of queues, allows the
process to control characteristics

In the case of queues, allows the
process to submt/print to the queue

Allows |logical I/Oto devices

HEEE Group

Qur Trainers Consult. Our Consultants Train.

Al l ows physical 1/0



IQOenVI\/B U C Security

Rights to an (bj ect

VAS
HC |IMAGHE SC é Object
ACCESS
Owner UIC
[100,1]
Protection Mask
UIC (S:rwed, O:rwed, G:re, W:)
[100,1]
[100,2]
[101,1]
[1,4]
Privileges
NETMBX
TMPMBX
HEEE‘. Group
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QpenVMs Ul C Security

Summary of conmmands

SET FI LE / PROTECTI ON=(mask) /OAMNER=[uic] file-spec

SET FI LE/f OANER _UI C=( ui ¢)

SET DI RECTORY/ OAWNER _UI C=(ui ¢)

SET PROTECTI ON=(nmask) fil e-spec

SET SECURI TY / PROTECTI ON=( mask) /OMNER=[uic] fil e-spec
SET PROTECTI ON DEFAULT

SET QUEUE/ PROTECTI ON=( nask)

SET QUEUE/ OANER _UI C=(ui c)

e - IR e B

ﬂEEE Group
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Iq)enVI\/B ACL Security

Base all security on U C and use ACL
as the exception

Uses Right Lists ldentifiers

| dentifiers are added to the
Rl GHTSLI ST. DAT file by the System
Adm ni strat or

ldentifiers are then granted to users
typically via the AUTHORI ZE Uility

An ACE (Access Control Entry) wthin
the ACL contains ldentifiers and the

access all owed them




Iq)enVI\/B ACL Security

Wien the user logs on, the identifier
s Included in the process rights |1 st

Process rights |ist may be nodified on
the fly If It 1s added to the

Rl GHTSLI ST. DAT wwth a dynam c
attribute O process has CMKRNL
privilege




QpenVMs Ul C Security

HC

Rights to an

VAS

IMAGE

SC

Process
rightslist
Blue
Parsecl
Testacl
uiC
[100,765]
Privileges
NETMBX
TMPMBX

é

ACCESS

(b| ect

Object
UIC=[17,4]
(RWED,RWED,RE,)

ACL

Identifier=Parsec1, Access=read
Identifier=Blue, Access=noaccess

Identifier=Testacl, Access=all

uﬁEE‘. Group
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QpenVMs ACL Security

Exanpl e, adding and granting an

| denti f1 er:

UAF> add/i d testacl

%JAF- | - RDBADDMSG, i(dentifier TESTACL val ue %x80010261 added to rights database

UAF> grant/id testacl parsecl

QJAF- | - GRANTMSG, identifier TESTACL granted to PARSEC1

UAF> show i d testacl
Nane
TESTACL
UAF>
UAF> show/ id testacl/full
Nane
TESTACL
Hol der
PARSEC1
UAF> show/ ri ghts parsecl
| dentifier
TESTACL
UAF> exit

Val ue Attri butes
080010261

Val ue Attri butes
980010261
Attri butes

Val ue Attri butes
080010261

ERISEC Group
Our Trainers Consult. Our Consultants Train.



QpenVMs ACL Security

Exanple, Using a UC Identifier:

User nane: parsecl
Passwor d:
Wel cone to OpenVMS (TM Al pha Operating System Version V8.3 on node CLASS3
Last interactive login on Friday, 14-MAR-2008 15:00:17.58

$ show proc/priv

17- MAR- 2008 17: 25: 22. 32 User: PARSEC1 Process |ID: 2BC07976
Node: CLASS3 Process nane: "PARSEC1"

Aut hori zed privil eges:

NETMBX TIVPVBX

Process privil eges:
NETMBX may create network device
TMPMBX may create tenporary mail box

Process rights:

PARSEC1 resource
| NTERACTI VE

REMOTE

TESTACL

ERISEC Group
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QpenVMs ACL Security

Exanple, Using a UC ldentifier:

$ type [nehl hop. webi nar]a. a
YIYPE-W OPENI N, error openi ng $22$DKA300: [ MEHLHOP. VEBI NAR] A. A; 1 as i nput
-RVB-E-PRV, insufficient privilege or file protection violation

$1lo
Froma privil eged account or an account that has wite access to the file

CLASS3$ set security/acl =(id=parsecl, access=read) a.a
CLASS3$ dir/security a.a

Di rectory $22$DKA300: [ MEHLHOP. VEBI NAR]

A A1 [ STAFF, MEHLHOP] ( RWED, RVED, RE, )
(| DENTI FI ER=[ PARSEC1] , ACCESS=READ)

Total of 1 file.
CLASS3%

ERISEC Group
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QpenVMs ACL Security

Exanple: Using a UC Identifier

CLASS3%$ set host O
Wel cone to OpenVMs (TM Al pha OQperating System Version V8.3

User nane: parsecl

Passwor d:

Wl cone to OpenVMS (TM Al pha Operating System Version V8.3 on
node CLASS3

Last interactive |login on Monday, 17-MAR-2008 17:25:16.01

$ type [nehl hop. webi nar]a. a
This is atest file

$

HEEE Group
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QpenVMs ACL Security

Exanpl e: Using a General ldentifier

$ type [ nehl hop. webinar]b.b

Y% YPE-W OPENI N, error openi ng $22$DKA300: [ MEHLHOP. VEBI NAR] B. B; 1 as
I nput

-RVM5- E- PRV, insufficient privilege or file protection violation
$1o

From a privileged account or an account that has wite access to
the file

CLASS3% set security/acl =(id=testacl,access=read) b.b
CLASS3$ set security/acl =(id=testacl, access=read) b.b
CLASS3$ dir/sec b.b

Directory $22$DKA300: [ MEHLHOP. VIEBI NAR]

B.B; 1 [ STAFF, MEHLHOP] ( R\ED, RVED, RE, )
(| DENTI FI ER=TESTACL, ACCESS=READ)

Total of 1 file. u
CLA553$ ERISEC Group

Our Trainers Consult. Our Consultants Train.



QpenVMs ACL Security

Exanpl e: Using a General ldentifier

CLASS3%$ set host O
Wel cone to OpenVMs (TM Al pha OQperating System Version V8.3

User nane: parsecl
Passwor d:

Wel cone to OpenVMs (TM Al pha Operating System Version V8.3 on node
CLASS3

Last interactive |login on Monday, 17-MAR-2008 17:35:14.15
$ type [ MEHLHOP. VEEBI NAR] b. b
Test file to be exam ned by using a general identifier

$
$

ﬂEEE Group
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QpenVMs Security: Privileges

BYPASS - Bypass all protections

READALL - Bypass protections for read
access only

SYSPRV - Access an object using the
SYSTEM cat egory protection nask

GCRPPRV - Access an object using the
SYSTEM cat egory protection nmask 1 f the
user has the sane group nunber as the

obj ect
VOLPRO - Overrides vol une protection

| MPERSONATE - Allows a process to
Create or assunme a persona




IOpenVI\/B User Access to the System

Al |l user account information for the
systemor cluster Iis in the User
Aut hori zation File (SYSUAF. DAT).

The SYSUAF. DAT file 1s not an ASC |
file and can be nodified by using the
AUTHORI ZE utility

Profile 1n the SYSUAF. DAT file 1Is
Il dentified by the USERNAME and
cont al ns:

» ldentification information
» Quota and limt settings
» Privileges

» Encrypted password




QpenVMS User Access to the System

A Usernane and Password nust be entered
(mninmum 1 nmaxi mum 2 passwor ds/ user nane and
possi bly one system password)

Usernane identifies the record in the
SYSUAF. DAT file

The entire password is verified by QoenVMs by
encrypting the password that was entered and
conparing it wth the encrypted password
field in the SYSUAF. DAT record

You can set a password m nimum | ength and
lifetime with the conmands i n the AUTHORI ZE
utility:

UAF> MOD user name/ PWDM NI MUME=

UAF> MOD user nane/ PVWDLI FETI ME=




OpenVMs User Logon

All password are pre-expired by default
when reset or the account 1s created by
t he system nmanager

The foll ow ng UAF FLAGS affect the
security of the Usernane and Password

DISFORCE_PWD_CHANGE
DISPWDDIC

DISPWDHIS

DISUSER

GENPWD

LOCKPWD

PWD_EXPIRED
PWD2_EXPIRED

PWDMIX




IAddi tional UAF Fl ag Keywords

Addi ti onal UAF flag keywords t hat
af fect security:

AUDI T
AUTOLOGE N
CAPTI VE
DEFCLI

DI SCTLY

Dl SI MAGE
RESTRI CTED




IQOenVI\/B Break-1n Detection

QpenVMs enpl oys automati c break-in
detecti on and evasi on

Once a login fallure occurs, the
user becones a suspect and IS
nonitored by the system

Suspects becone I ntruders by
exceeding their allowed | ogin
fallures during the nonitoring
peri od




QpenVMS Break-1n Detectlion

Login failures are | ogged into the
| ntrusi on dat abase, and 1 s

mal ntai ned by the Security Server
pPr ocess

You can display content of the
dat abase by 1ssuing the DCL
command $ SHOW | NTRUSI ON

You can del ete content of the
dat abase by 1ssuing the DCL
comuand $ DELETE/ | NTRUSI ON




QpenVMS Break-1n Detectlion

Logi n behavi or

par anet ers

$ ncr sysgen
SYSGEN> show /| gi
Paraneters in use: Active

s controll ed through
the follow ng set of dynam c SYSGEN

Par anet er Nane Current

LA CALLQUTS 0
L3 BRK TERM 1
LA BRK DI SUSER 0
LA PWD TMO 30
L@ RETRY LI M 3
LA RETRY_TMO 20
L@ BRK LIM 5
LA BRK TMO 300
LA HDTIM 300

Def aul t

300
300

Max. Unit Dynamc
255 Count
1 Bool ean
1 Bool ean
255 Seconds
255 Tries
255 Seconds
255 Failures
5184000 Seconds
1261440000 Seconds

ﬂEEE‘. Group
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QpenVMS Break-1n
Det ectl on Exanpl e

CLASS3%$ SET HOST 0

Wel cone to OpenVMs (TM Al pha OQperating System Version V8.3

User nane: PARSEC1
Passwor d:

User authorization failure
User nane: PARSECL
Passwor d:

User authorization failure
User nane: PARSEC1
Passwor d:

User authorization failure

OREM S- END, control returned to node CLASSS3::

HEEE Group
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QpenVMS Break-1n
Det ectl on Exanpl e

ASS3$ SHOW | NTRUSI ON
| nt rusi on Type Count Expiration Sour ce

NETWORK SUSPECT 3 18- MAR- 2008 18:11:51.17 CLASSS3: : MEHLHOP
ASS3$ SET HOST 0

Wel cone to OpenVMs (TM Al pha Operating System Version V8.3

er nanme:. PARSECL
Passwor d:
er authorization failure
er nanme:. PARSECL
Passwor d:
er authorization failure
ernanme: PARSECL
Passwor d:
er authorization failure
YREM- S- END, control returned to node CLASS3::

ERISEC Group
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QpenVMS Break-1n
Det ectl on Exanpl e

CLASS3$ SHOW | NTRUSI ON
| nt rusi on Type Count Expi ration Sour ce

NETWORK | NTRUDER 6 18- MAR- 2008 18: 02:54.57 CLASSS3: : MEHLHOP
CLASS3$ SET HOST 0

Wel cone to OpenVMs (TM Al pha Operating System Version V8.3

User nane: PARSEC1

Passwor d:

User authorization failure

User nane: PARSEC1

Passwor d:

User authorization failure

User nane: PARSEC1

Passwor d:

User authorization failure

UREM S- END, control returned to node CLASSS::

ERISEC Group
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QpenVMS Break-1n
Det ectl on Exanpl e

CLASS3$ SHOW | NTRUSI ON
| nt rusi on Type Count Expiration Sour ce

NETWORK | NTRUDER 9 18- MAR- 2008 18: 02: 54. 57
CLASS3: : MEHLHOP

CLASS3%$ DEL/ | NTRUSI ON CLASS3: : MEHLHOP

CLASS3$ SHOW | NTRUSI ON

¥%SHOW F- NO NTRUDERS, no intrusion records match specification
CLASS3$

ﬂEEE‘. Group
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QpenVMS Break-1n
Det ecti on Exampl e

CLASS3% SET HOST 0O

Wel cone to QpenVMs (TM Al pha Operating System Version V3.3

User nane: PARSEC1
Passwor d:

Wel cone to QpenVMs (TM Al pha Operating System Version V8.3 on
node CLASS3

Last interactive |ogin on Tuesday, 18-MAR-2008 17:37:08.78
13 failures since |last successful login

HEEE Group
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Security Auditing

QpenVMS has the ability to audit
nearly everything that happens on the
system

The followng are itens that you can
audi t:

ACL Mount | NSTALL Aut hori zati on
Ti me SYSGEN | dentifier Connection
NCP Audi t Per sona Process

Br eaki n Logi n Logfailure Logout
Privilege Use FI LE access All

There are two types of auditing

»Alarnms — go to any termnal that has been enabl ed as
the operator termnal; by default the console
t erm nal

»Audits — go to the audit server log file a

Qur Trainers Consult. Our Consultants Train.



Security Auditing

To view security auditing:

$ show audit
To enabl e security auditing:

$ set audit/audit/enabl e=item
To enabl e security al arns:

$ set audit/al arnl enabl e=item

To di sable security auditing:

$ set audit/audit/disable=item
To di sable security al arns:

$ set audit/al arm di sabl e=item

HEEE‘. Group
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Security Auditing

$ show audit
System security alarns currently enabled for:

ACL

Aut hori zati on

Audi t : i 11fornmed

Br eaki n: di al up, | ocal , r enot e, net wor k, det ached

Logfail ure: bat ch, di al up, | ocal , renot e, net wor k, subpr ocess, det ached

System security audits currently enabled for:

ACL

Aut hori zati on

Audi t : i 11formed

Br eaki n: di al up, | ocal , renot e, net wor k, det ached
Logi n:

bat ch, di al up, | ocal , renot e, net wor k, subpr ocess, det ached, server

Logf ail ure:
bat ch, di al up, | ocal , r enot e, net wor k, subpr ocess, det ached, server

Logout :
bat ch, di al up, | ocal , renot e, net wor k, subpr ocess, det ached, server

n_‘ﬁEI: Group
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Security Auditing

$ set audit/audit/enabl e=sysgen

$ set audit/al arnf enabl e=tine

$ show audit

System security alarns currently enabl ed for:

ACL

Aut hori zati on

Ti me

Audi t : i11formed

Br eaki n: di al up, | ocal , renot e, net wor k, det ached

Logfail ure: bat ch, di al up, | ocal , r enot e, net wor k, subprocess, det ached
System security audits currently enabled for:

ACL

Aut hori zati on

SYSCGEN

Audi t: il1formed

Br eaki n: di al up, | ocal , renot e, net wor k, det ached

Logi n: bat ch, di al up, | ocal , r enot e, net wor k, subprocess, det ached, server

Logfail ure: bat ch, di al up, | ocal , r enot e, net wor k, subprocess, det ached, server

Logout : bat ch, di al up, | ocal , r enot e, net wor k, subpr ocess, det ached, server

ERISEC Group
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ISecuri ty Auditing

To generate Audit reports, |ssue:
$ anal yze/audit/qualifiers [fil e-spec]

The default file-spec Is the audit
server log file
SYSSMANAGER: SECURI TY. AUDI T$J OURNAL

The followng are the qualifiers that
can be specifi ed:

/| BEFORE / Bl NARY/ BRI EF | EVENT_TYPE
/ FULL / 1 GNORE/ QUTPUT / 1 NTERACTI VE
| PAUSE | SELECT/ SI NCE / SUMVARY




Security Auditing -

Exampl e

$ ana/ audi t/since=1-jan-2008/ summary sys$nmanager: security. audit$j our nal

Total records read:
Record buffer size:
Successful 1 ogins:
Successful | ogouts:
Login failures:
Breakin attenpts:
Syst em UAF changes:
Ri ghts db changes:
Net pr oxy changes:
Audi t changes:

Install ed db changes:

Sysgen changes:
NCP command | i nes:
$

2152248
512
3113
4975
102
26
12

2

0

47

3

0

30

Records sel ect ed:

(bj ect creates:

(bj ect accesses:

hj ect deaccesses:
hj ect del etes:

Vol une (di s)nounts:
System ti nme changes:
Server nessages:
Connecti ons:

Process control audits:

Privilege audits:
Persona audits:

52823

549
25152
14209

659

1

9

0

9
787
3113
25

ERISEC Group
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Security Auditing -

Exampl e

$ ana/ audi t/si nce=1-mar - 2008/ event =aut hori zati on sys$manager: security. audit $j our nal

Date / Tine Type Subt ype Node User namne I D Term
2- MAR- 2008 13: 31:48. 12 SYSUAF SYSUAF_MODI FY CLASS8 SYSTEM 24800427
2- MAR- 2008 13: 36: 42. 04 SYSUAF SYSUAF_MODI FY CLASS8 <l ogi n> 24800428 _TNAS:
2- MAR- 2008 13:37:12.19 SYSUAF SYSUAF_MODI FY CLASS8 SYSTEM 24800428 TNA3:
2- MAR- 2008 16: 09: 44. 33 SYSUAF SYSUAF_ADD CLASS8 SYSTEM 25000446 TNA4:
2- MAR- 2008 16: 09: 44. 37 RI GHTSDB RDB_ADD | D CLASS8 SYSTEM 25000446 TNA4:
2- MAR- 2008 16: 10: 08. 05 SYSUAF SYSUAF_MODI FY CLASS8 SYSTEM 25000446 TNA4:
2- MAR- 2008 16: 46: 55. 99 SYSUAF SYSUAF_ADD CLASS8 SYSTEM 2500044C TNALO:
2- MAR- 2008 16: 46:56. 01 RI GHTSDB RDB_ADD | D CLASS8 SYSTEM 2500044C TNALO:
2- MAR- 2008 16: 46: 56. 34 SYSUAF SYSUAF_MODI FY CLASS8 SYSTEM 2500044C TNALO:
2- MAR- 2008 16: 46: 56. 38 SYSUAF SYSUAF_MODI FY CLASS8 SYSTEM 2500044C TNALO:
2- MAR- 2008 16: 51:50. 98 SYSUAF SYSUAF_MODI FY CLASS8 TCPI P$SSH 2500049B
8- MAR- 2008 14: 33: 04. 81 SYSUAF SYSUAF_MODI FY CLASS8 SAUER 25E0046C RTAL:
11- MAR- 2008 08:58: 33. 21 SYSUAF SYSUAF_MODI FY CLASS8 STUDENT207 25E004F8 RTA2:
21- MAR- 2008 11:54:55.81 SYSUAF SYSUAF_MODI FY CLASS8 <l ogi n> 298006AF _TNA5:
Command >
End O File for input reached.

EMRISEC Group
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Net wor k and | nt er net
consi der at1 on

Mnimze the use of usernane
and passwords over network

For example, consider the access control string below:

$ copy/log xyz.dat al pha2'"spencer foobar"::dka200:[foobar]

* In the above example the username and password would be sent in a packet
over the network in plain text

 Someone looking over the shoulder of someone else typing from the
command line can see the username, password and nodename

uﬁED Group
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DECNET Proxy Exampl e

CLASS2> nt aut hori ze

UAF> add/ proxy cl ass8::sauer sauer/default

QJAF- | - NAFADDVBG, proxy from CLASSS: : SAUER t o SAUER added
UAF> show/ proxy cl ass8:: sauer

Default proxies are flagged with (D)

CLASSS: : SAUER
SAUER (D)
UAF> renove/ proxy cl ass8:: sauer
QUJAF- | - NAFREMVBG, proxy from CLASSS: : SAUER to * renoved
UAF>

ﬂEEE‘. Group
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TCP/ I P Proxy Exanpl e

$ set process/privilege=(sysprv, sysl ck)

$ tcpip

TCPI P> add proxy williams/renote user=willians

/ host =yahoo. par sec. com
TCPI P> show proxy willianms

VMS User nane Type User I D

willianms CD W LLI ANVS
TCPI P> Exit

$

$ tcpip

TCPI P> renove proxy wllians

VM5 User nane Type User I D

willians CD W LLI AMS
Renmove? [N]:
TCPI P> Exit

Goup I D

Goup I D

Host nane

YAHOO, PARSEC. COM

Host nane

YAHOO. PARSEC. COM

HEEE Group
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Net wor k and | nt er net
Consi der at1 on
Hubs vs. Sw tches

A hub essentially connects all the
W res together

SWwtches and routers are store and
forward boxes

Throw 1 n network nonitoring anal yzers
and

» When connected to hub all data is viewable

» \When connected to a switch only the data on that system can be
monitored




Encrypt ed Net work
Conmmuni cat 1 on

Secure Shell (SSH)

» Protects the user’s data on network by
encrypting it

» Supported aut hentications include password,
public key and host based

 OpenVMS implementation of SSH server does not use the
secondary password for user accounts

» Keys are normally generated when SSH is initially configured

e Enabled via an option in TCPIP$CONFIG.COM a

Qur Trainers Consult. Our Consultants Train.



Encrypt ed Net work
Conmmmuni cat 1 on

ssh system@l ass3. parsec. com luse system as a usernane not the current one
Host key not found from dat abase.

Key fingerprint:
| zi f-vobyc-sucep-nyvac-kyhi | - devas-kyzev-cunus- hysec- | yhen-f exyx
ou can get a public key's fingerprint by running
ssh_keygen "-F" publickey. pub
n the keyfile.
Host key saved to ssh2/ hostkeys/ key 22 class3 parsec_com pub
ost key for class3.parsec.com accepted by willians Fri My 16 2008 19: 33: 55

ystem s password:
ut henti cati on successful.

Wel cone to OpenVMs (TM Al pha Operating System Version V8.3
Last interactive |login on Thursday, 10-APR-2008 15:07:34.16
Last non-interactive |l ogin on Friday, 16-MAY-2008 11:52:22.56

ERISEC Group
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Encrypt ed Net work
Conmmuni cat 1 on

Secure Shell (SSH)

» Supports stunneling or secure tunnel

Provides encrypted communication for applications not designed for
it

Tunnel set up when SSH connection is set up

Application communications to remote host through tunnel

Support included for passive mode FTP and
X11 tunneling

HEEE Group
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Encrypt ed Net work
Conmmmuni cat 1 on

CLASS1> ssh system@l ass3. parsec.com -"R"' ftp/2001:1 ocal host: 21

system s password:
Aut henti cati on successful .

Wel cone to OpenVMS (TM Al pha Operating System Version V8.3
Last interactive login on Friday, 16-MAY-2008 13:39:31.12

Last non-interactive |l ogin on Friday, 16-MAY-2008 11:52:22.56

CLASS3> ftp | ocal host 2001

220 paul . parsec.com FTP Server (Version 5.7) Ready.
Connected to LOCALHOST.

Nanme (LOCALHOST: system): willians

331 Usernane wllians requires a Password

Passwor d:

230 User | ogged in.

FTP> passi ve on

Passive is ON.

FTP> |s x.*

227 Entering Passive Mde (127,0,0,1, 192, 26)

150 Opening data connection for x.* (127.0.0.1,49179)
X. bck; 2

X. X; 32

226 NLST Directory transfer conplete

17 bytes received in 00:00:00.00 seconds (162.12 Moytes/s)
FTP> quit

221 Goodbye.

CLASS3>

ERISEC Group
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Encrypt ed Net work
Conmmuni cat 1 on

Secure File Transfer (SFTP)

» Same communications protocol as SSH
> Is not as advanced as OpenVMS FTP

» Uses the same public and private keys used by SSH providing host
authentications

» Enabled via the same option as SSH in TCPIP$SCONFIG.COM

HEEE Group
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IKer ber 0S

Three headed dog t hat guarded the
gate to Hades

Created by MT to provide strong
aut hentication for client/server
appl 1 cations

Configuration not covered in this
sessli on

Overview of the three parts of
Ker ber os




Ker ber os

Ker ber os Support

» Kerberos Version 2.1 is based on MIT Kerberos V5
» Release 1.2.6, with CERT patches through 1.2.8

Operati ng System Support

» OpenVMS Industry Standard 64 V 8.2 or higher
» OpenVMS Alpha V 7.2-2 or higher

» OpenVMS VAX V 7.3 uﬁ

Qur Trainers Consult. Our Consultants Train.



Ker ber os

TCP/ I P Transport

» hp TCP/IP Services for OpenVMS V 5.5 or higher (for Kerberos on 164
and Alpha V 8.2)

» hp TCP/IP Services for OpenVMS V 5.4 or higher (for Kerberos on
Alpha V 7.3-2)

» hp TCP/IP Services for OpenVMS V 5.3 or higher (for Kerberos on
VAX)

» If using third-party TCP/IP product such as Multinet or TCPware from
Process Software Corporation, please contact them for support

versions
HEEE Group
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IKer ber 0S

First head of three headed
dog represents the Kerberos
server

» Key Distribution Center (KDC)
» Authentication Service (AS)
» Ticket Granting Service (TGS)

» The server contains all passwords associated with each principal and
should be highly secured




IKer ber 0S

Second head of three headed
dog represents the client

»Any entity that gets a service ticket for a Kerberos
servi ce

»Server must be configured as a client

« Allows client utilities to be used to manage the server




Ker ber os

Third head of three headed dog
represents the application server

» Also known as Kerberized programs that clients
communicate with using Kerberos tickets

» OpenVMS currently provides a Kerberized version of
Telnet

» Once authentication has completed, all other communication is
normal for the application

» Tickets are time stamped to limit reuse

» Because of the time limited value of the tickets,
time must be synchronized on all systems involved a

Qur Trainers Consult. Our Consultants Train.



Ker ber os

Kerberos Server

Center

‘(Key Distribution

Authentication
Service

|

Kerberos
Client
Username
Login
o Server/App
Application 2 i
& Ticket
A
Ticket
A\ 4
Application
Server

\

Service

(Ticket-G ranting

= EC Group
Our Trainers Consult. Our Consultants Train.



ISecur e Socket Layer

Secure web browser (https://) uses SSL

Based on OpenSSL 0. 9. 7d and 1 ncl udes
| at est security updates from
OQpenSSL. or g

Easily Iintegrated into any application

t hat wants secure | nplenentation (at

t he programm ng | evel)

Operati ng System
»0OpenVMS Industry Standard 64 V 8.2 or higher
»0OpenVMS Alpha V 7.3-2 or higher
»QOpenVMS VAX 'V 7.3
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